[punoxeHne N 2
WH®OPMALIMOHHAA NMAMATKA
OIA OBYHARLWLWMXCA ONA PASMELLUEHWA
HA OGULIMATIBEHBIX MHTEPHET-PECYPCAX
C KaKObIM FOAOM MONOAEXY B MHTEPHETE CTAHOBUTLCH Bonblle, a WKONLHWKA OaHU U3
CaMbIX aKTUBHbIX NMojib3oBatenen PyHerta. Mexgy Tem, noMumMo OrpoOMHOTO KONUYecTea
BO3MOXHOCTEW, WHTEPHET HEeCeT W npobriembl. 3Ta naMsaTka OOIKHa nomods Tebe
De3onacHO HaxoOouTLCs B CeTU.

KOMMBIOTEPHbIE BUPYCHI
KOMMNbTEPHBLIA BUPYC - 3TO Pa3HOBUAHOCTb KOMMLIOTEPHbLIX NPOrpamMm, OTIUMUUTE IbHON

OCODEHHOCTLIO KOTOPOW SBMSAETCA CNocoBHOCTE K pasMHOXeHMo. B OononHeHue K
ATOMY, BUPYCbl MOTYT MOBPEAUTb UM MOSTHOCTLIO YHUYTOXUTE BCE alnb! v JaHHbIe,
NMOAKOHTPOMBHLIE MOMb30BATENO, OT UMEHWU KOTOporo Gbifa 3anylleHa 3apaxeHHas
nporpaMma, a Taikke NoBpeduTb WM OaXe YHUHMTOXWUTL ONepaLyoHHYK CUCTEMY CO
BCeMU pannamm B LienomM. B DonbLUMHCTBE ClyYyaeB pacrnpocTPaHAKTCa BUPYCEl Yepes
WHTEpHeET.

MeToab! 3alnThl OT BpeAoHOCHbIX MporpamMm:

1. Vicronb3yn COBpeMEHHbIe OnepaLyoHHbIe CUCTEMbI, UMEIOLUNE CEePLE3HbIA YDOBEHD
3aunTbl OT BPELOHOCHbLIX MPOrpamm;

2. llocToAHHO ycTaHasnuBan nadyty (UMdpoBble 3annaTky, KOTopble aBTOMAaTUYECKY
YCTaHaBMMBAKTCA C LeNbio gopaboTki nporpammbl) U apyrue obHoBMEeHUsi CRoel
onepaunoHHon cucteMesl. Ckavmsain X TorsKo ¢ oulluansHOro canTa paspaboTdmka
OC. Ecnu CcyLLleCTBYET pPeXUM aBTOMATUYECKOrO 0OHOBIIEHMS!, BKITHYN Ero:

3. PaboTal Ha cBoOEM KOMMbIOTEPE MO Npasamy Noib30BaTess, a He aoMuHUCTpaTopa.
OTO He No3BOMUT DOMbLUMHCTBY BPEAOHOCHbBIX MPOrpamMmMm MHCTaINMMPOBATLCS Ha TBOEM
nepcoHanbHOM KOMMbIOTEPE;

4. Vicnonb3yn aHTUBUPYCHbIE NMporpamMmMHble NPOAYKThI U3BECTHbLIX NPOU3BOOMTENEH, C
aBToMaTnyecknm obHoBIeHueM 6as; |

5. Orpaknydb OU3MYECKUil JOCTYN K KOMNLIOTEPY A5 NOCTOPOHHMUX NALL;

6. Vicrionbsyit BHeLLHWe HocuTernu nHdopMmaLun, Takne kak dellka, AUcK unu danin us
MHTEPpHEeTa, TONbKO 13 NPOBEPEHHBIX NCTOYHUKOB;

/. He OTKpbiBau KOMMLIOTEPHLIE (Qalnbl, NMONYYEHHbIE U3 HEHAOEXHBIX UCTOMHMKOB.
Hexke Te gaiinbl, KOTOpble npucnasn TBOM 3HakoMbIi. Jly4ylle yToUHW Y Hero, oTrnpasnsan
i OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3T0 He BU nepeaayun AaHHbLIX, He TEXHOMOrMY, a Bcero Nullb bpeHn, mapka. Elle
B 1891 rogy HuoepnaHckasl Komnawws sapervcrpuposana Opedn "WECA', uto
obosHavano crnosocodeTarue “Wireless Fidelity", koTopbii nepeBoauTesl  Kak
'OecnpoBogHast TOYHOCTL".

o Hailero spemMeHu [ouwna gpyras abbpeBuatypa, KoTopas SBASETCH Takon ke
TexHonornei. 310 abbpesuartypa "WIi-Fi". Takoe HazBaHue BbIIO OaHO C HAMEKOM Ha
CTaHOapT Bbicllen 3BYyKOBOW TexHuku Hi-Fi, 4yT0.B nepesoge os3HayaeT "Bbicokas
TOYHOCTL'.

LHa, becrnaTtHbii MHTEPHET-A0CTYN B Kade, OTeNAX ¥ asponoprax aBhasieTcs oTINMYHOb
BO3MOXHOCTBIO BbIXOJa B WHTEpHET. HO MHOMMe 3SKCMEpTbl CUYUTEIT, 4TO
obwenoctynHsie Wi-Fi cetn He sBnsoTca 6@30MnacHbIMU,

CoseTtbl No besonacHocTy paboTbl B obLenocTynHbiX cetax Wi-fi:

1. He nepefasan CBOKO NUYHYK uHDOpMauuio Yepes obilenoctynHele Wi-Fi cetu.
PaboTan B HUX, XenaTellbHO He BBOAWTbL Mapony AOCTyNa, NOrHbLl U Kakue-To Homepa:
2. icnons3yn n oBHOBIAV aHTUBUPYCHBIE NporpamMMbl 1 Bpadomayep. Tem cambiv Tbl
obesonacullb ceba oT 3akauky BUpYca Ha TBOE YCTPOWCTBO;




3. [Npu wcnonb3oBanum Wi-Fi oTtkmoun yHkumio "OBlWmnk goctyn K annam U
npunTepam”. [aHHas QyHKUMA 3aKkpbiTa o yMOMUYaHWIo, O/IHAKo HeKkoTophle
[1Of1b30BaTENY akKTUBMPYIOT ee Anga yaobcTBa 1enoib3osaHua B pabote unu yuebe;

4. He vcnone3yn nyonudHbin WIi-FI ong nepegaydy nuudHbIX OaHHbIX, Hanpumep Ans
BbiIX0o4a B couualibHble CETU UMM B 3NMEKTPOHHYKO MOYTY;

5. Vicnons3yi TONbKO 3aliulieHHoe coefmHeHne vepes HITPS, a He HT TP, 1.e. npu
Habope Beb-aapeca BBoAN UMeHHO "hitps://";

6. B mobunsHom TenedoHe oTknroun pyHkumio "TlookniodeHue Kk Wi-Fi asTomatnyeckn’.
He fonycka aBToOMaTtu4eckoro noAkroyeHus yctpouctea K cetaMm Wi-Fi ©es TBoero
corrnacus.

CouuanbHbie ceTy
CoumalbHbie CeT akTUBHO BXOAOAT B HALUY }KU3Hb, MHOTYe MNioan padboTatoT v XUBYT Tam

NOCTOAHHO, a B Facebook yxe sapeructpuposaH Murnvapa Yernosek, UTo sBraeTcs
OaHOW ceobMoOW BceX xutenen nnaHetbl. MHorue rnonb3oBartenyt He MNOHUMAaKT, YTo
MHOpMaLns, pasMelleHHas UMW B coluarnbHbiX CeTax, MOXeT OblTe HanfeHa U
VICMomNb30oBaHa KeM YroaHo, B TOM YMCe He oDA3aTesibHo ¢ briariMy HamMepeHusamm,
OCHOBHbIE COBEThI NG ©E30NacHOCTY B CoUMarnbHbiX CeTax:

1. OrpaHunyb cnucok gpysen. Y T1ebs B Opy3bAX HE OO0IMKHO ObiTh CrydanHbiX U
HEe3HaKoMbIX nKaeu;

2. 3almilan cBOK YacTHYI XU3Hb. He ykasbiBaw naponu, TefiedoHbl, agpeca, Oaty
TBOEM0 PpOXAEHUA W APYIryIo JUYHYKD  UHQOPMAaLWIO.  3MOoYMbLILLUIIEHHUKYM  MOryT
Mcrnonb3oBaTh [ade WHoopMauuio O TOM, Kak Thl ¥ TBOW pOOUTENK nNaHupyeTe
NPOBECTU KaHMKYbI;

3. 3aluilan ceoto penyTaLuio - AepXu ee B YnCToTe U 3agasan cebe Bonpoc: xortes Obl
Thbl, MTOOb! ApYyrue Nofib30BaTENW BUAENN, YTO Thi 3arpyxaelis? flogyman, npexane 4yem
YTO-TO ONMyOnuKoBaTk, HanucaTb U 3arpyskThb;

4. Ecnu Thl rOBOpULLL C MIOABMUW, KOTOPbLIX HE 3Haellb, He WUCMONb3yi CBOE pealnbHoe
UMST U OPYIYIO NUYHYIO nHopMaLnn: MM, MECTO XUTENLCTBA, MECTO yuebbl ¥ npoyee;
5. VisBeran pasmeiueHus dotorpachuii B VIHTepHeTe, rae Thl M300paxeH Ha MeCTHOCTH,
10 KOTOPOW MOXHC OnNpeaeniTh TBOE MECTONONOXeH e,

6. Npu perucTpaLuy B colyansHon ceTy HeobXo4MO UCTONB30BaTh CIIOMHbIE Napoiu,
cocTodlmMe ns BYKB U LGP ¥ C KONMUYECTBOM 3HaKOB He MeHee &;

7. [nst counanbHoOW ceTu, NnoYThl U ApYrnx cautoB HeobXoOouMo KCnokL30BaTh pasHble
naponu. Torga ecrnn 7eba B3/fIOMaloT, TO 3M10YMbILUSIEHHMKKA NonyyaT AOCTYN TOMbKO K
OAHOMY MECTY, @ He BO BCE cpasy.

SNeKTPOHHbIE OeHbLM o

ONEeKTPOHHbIE OeHbIV - 3TO O4YeHb YOOOHLIA Crocob nnartexen, ogHaKko CyLUecTBYIOoT
MOLLEHHUKN, KOTOPbIE XOTAT MOJNyYUThL 3TW OEHLIN.

ONEeKTPOHHbIE [eHbI NOosABUNUCL COBCEM HEeOaBHO U MMEHHO M3-3a 3TOro BO MHGIUX
rocygapcTBax 40 CUX Mop He NPonucaHo Npo HXX B 3aKOHaX.

B Poccun ke oy (OYHKLUMOHUPYIOT M O HUX YiKe NPOnUCcaHo B 3aKoHe, rae UX pasaensioT
Ha HEeCKONbKO BUOOB - aHOHUMHbLIE U HE aHOHWMMHbBIE. PasHuila B TOM, YTO aHOHUMHbIE -
3TO Te, B KOTOPpbIX paspeliaeTtcd MNpoBOAUTL onepauun Be3 uaeHTUdUKaummu
NonL30oBaTeNsd, a B HEaHOHUMHbLIX WAEHTUUKauusa nonb3cBaTtenst SBrsaeTcd
obA3aTensLHOoW.

Takke cneayeT pasnuyaTbh ANeKTPOHHble PuaTHble OeHbM (PaBHbL!I rOCYLapCTBEHHBIM
BanOTaM) U 9NEeKTPOHHbIe HednaTHbIe OeHbiW (He paBHbl roCyOapCTBEHHBIM BanoTaMm).
OcHOBHbIE COBETHI MO 6e30nacHOn PaboTe C ANEKTPOHHBLIMY AeHBramu;

1. MpuBsU K cHeTy MODUMbHLIM TenegoH. JT0 cambiy YAOOHbLIWM ¥ OLICTPLIA crnocod
BOCCTAHOBWTL AOCTYN K cueTy. [puBasarHbii TeredoH noMoXeT, ecnuv 3abynellus CBOw
nnarekHbIA Naponb Uy 3aliellb Ha CanT C He3HaKoMoro YCTPOWUCTES,




2. Vicnonb3y ogHopasosble naponu. [locne nepexofa Ha YCUNEeHHY aBTophsauiiio
Tebe yxe He ByaeT yrpoxaTb ONacHOCTh Kpaxy nnu nepexeara niaTeHoro napons,

3. Bblbepy crnioHblh naponbs. [pecryrHukam Oynet He npocTo yrajarhb CIOXHbIN
naponb. HagexHsbie naponu - 3To Maponu, KoTopbie CoAepXaT He MeHee © 3HaKos U
BKIIOYAIOT B cebs CTpOoYHbIE ¥ MPONMUCHbIe DYKBbI, LNGPLI 1 HECKOABKO CUMBOIIOB, Takuie
kaK aHak gonnapa, dyHTa, BocknmuaTenbHbiii 3Hak 1 T.n. Hanpumep, $tROngl;;

4. He BBOOW CBOV NMUYHbIE AaHHbIE Ha canTax, KOTOPbIM HE A0BEpALLb.

DTNEKTPOHHas novrta

BnekTpoHHaa noYTta - 3TO TEXHOMOIMMA U NpefocTaBnsaemslie eto YCIlyrvt No NepechINke 1
MOMYYEHUO JMEKTPOHHBLIX COOBLLEHMI, KOTOPbIE pacnpefesiftTca B KOMMbITEPHOV
ceTii. OBbLIYHO SNEKTPOHHLIA MOYTOBLIA SLWMK BBIMMAOUT credylolim  obpasom:
AMSA_NOMNb30BaTeNnA@uUMA_JomMeHa. TakKe Kpome nepenaym npocToro TeKeTa, UMeeTCs
BO3MOXKHOCTh nepenasath goansibl.

OcHoBHbIe coBeThl No BesonacHoli paboTe ¢ 3NEeKTPOHHOW MOYTOW:

1. Hazo BbibpaTe NpaBunbHbIM MOYTOBbLI CepBUC. B MHTEpHETE eCThb OFPOMHbIV BLIOOD
BecrnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO Ny4ile O0BEpATb TEeM, KO0 3Haellb W KTO
NepBbili B PEUTUHIE;

2. He ykasbiBall B NUYHONM nouTe nudHyro uHdgopmauuio. Hanpymep, nyywe sbiopats
"My3blKkanbHei_thatat@" nnm "pok2013" BmecTo "temald’;

3. Vicnonb3y OBYXaTarnHyl aBTopusauuio. J9To Korna nommmMo napons Hy)»KHO BBOAWTL
kom, Npucbkinaemeln no SMS;

4. Bbibepn CnoKHbIA maponb. OnA KaXgoro no4YToBOro sAljMka [ormKed DObiTh CBOW
HaOeMHbIA, YCTOVYKMBLIA K B3rIOMY Naporkb,

5 Ecny ecTb BO3MOXHOCTb HanucaTh CaMOMy CBOW INUYHbLIM BOMPOC, UCTOMb3yn 3Ty
BO3MOMXKHOCTb;

6. Vcnonb3yli HEecKonbKo MNOoYTOBbIX sAWMKOB. [lepBbld ONi8 YACTHOW Mepenvckn G
agpecaTtaMmy, KOTOpbIM Thl JoBepsAellb, 3TO 9MeKTPOHHbIA aapec He Hafo VICnonb3osaTh
npy pervcTpauum Ha dopymax u cantax,

7. He oTkpbiBan cannsl U Opyrue BIOXKEHUS B NMUCbMax, Oaxe eCnu OHK NpuLLnn oT
TBOUX ApYy3ei. JlyuLie yTOYHW Yy HUX, OTMPAaBMANN M OHW Tebe 3Tu (pawrbl,

8. Mocne okoHuYaHust paboThl Ha MOYTOBOM CEpBMCe Nepes 3akpbiTeM BKIE/KN C CanToM
He 3abyab HaXkaTb Ha "Bt

KubepbynnuHr unu BupTyankHoe U3aeBaTenbCTBo

KubepbynnuHr - npecnefoBaHve cooblueHuaMY, CoAepXallumu  ockopbnerus,
arpeccvilo, 3anyrmpaHue; XynuradcTeo; couuanbHoe O0MKoTMpOoBaHWE C MOMOLLbLIO
HA3NUUHBIX UHTEPHET-CePBUCOB.

OcHoBHEIE coBeTbl Mo Gopblbe ¢ knbepbynnuHrom:

1, He 6pocatica B 6oii. Jlydwmni cnocob: nocoBeToBaThCs Kak cebsi BECTU W, €Cnn HeT
TOrO, K KOMY MOXHO 0BpaTUThLCH, TO BHavane yCernokouThes. ECnn Tl HA4YHEWbL OTBEYaTh
OCKOPOIEHUSAMU Ha OCKOPBNEHUs, TO TONLKO ellle Bonblie pasoxokellb KOHPIMKT;

2. YnpaBnsi cBoen kubeppenyTtaunen;

3. AHOHMMHOCTb B ceTh MHumas. CyllecTBytoT cnocobbl BLIACHUTL, KTO CTOUT 3a
aHOHUMHBLIM aKKayHTOM;

4. He CTOWT BECTW XYMUraHCKuiA 06pas BUpTyansHOn XnsHun. VIHTEpHeT (OUKCUpyeT BCe
TBOW AEWCTBUS U coXpaHsaeT UX. YAanuTe ux Gyaer kpauHe 3aTpyaHUTENbHO;

5. Cobnionan cBok BUPTYanbHYH YecTb CMOoJ10aYy;

6. ViIrHopupyi eguHuyHbIn Heratue. OHOPa30Bble OCKOPOUTenbHbIe COODLLIEHNS NyHiue
urHopuposaTh. OBbIMHO arpeccyisi NpekpallaeTcs Ha HavanbHou CTafnu;

7. Ban arpeccopa. B nporpammax obMeHa MrHOBEHHbIMY cooOWeHusaMM, B colnanbHblX
CeTHX CTh BO3MOXHOCTb BITOKMPOBKM OTNPaBKM COODLLEHWY C onpefeneHHbiXx aapeCos;
8. Ecnu Tbl ceBugetens kubepbynnudra. Tsou [EUCTBUA. BLICTYMUTE NPOTUB
npecriefoBaTtens, rokasartb €My, YTO €ero [deucTBUs OLEHMBAKOTCH HEraTvBHO,



NOALEDKaTh XEPTBY, KOTOPOW Hy)XHa rncuxonornyeckas rnomMoLlb, COoOLUNTb B3POCTIbIM
0 (hakTe arpeccuBHOro NoBeAeHWs B CETU.

MoGurnbHbI TENegOH
CoBpemMmeHHble cmapToHsl U NnaHleTsl cofepXar B cebe BrofHe B3pPOCHbIY

(hYHKLMOHaN, ¥ Ternepb OHWU MOTyT KOHKYPUPOBaTh CO CTauMoHapHbIMU KOMMbLIoTEpamu.
OpHako, CpecTs 3allyThl AN NOAO0HLIX YCTPOWCTE Nnoka 04eHb Mano. TecTuposarve u
MOUCK YA3BUMOCTEN B HUX MPOUCXOAMUT HE TaK VHTEHCMBHO, kak ans (K, 10 e camoe
KacaeTcs 1 MOBUNbHBLIX MPUINOXKEHWNA.

CoBpemMeHHble MoBUNbHbIE Dpaysepsb! yXKe NpakTUu4ecKu ,uorHaﬂm HaCTOlbHbIE aHanory,
ojHaKo paclumpeHune yHKUoHana BneveT 3a cobol BomnbLLY CrOXHOCTb U MEHBLUYIO
3allMLLEeHHOCTb.

[anexko He BCe NPOU3BOAUTENU BbINYCKaOT OOHOBMEHWA, 3aKpblBaloWue KpuTndeckue
VSA3BUMOCTH 17151 CBOWUX YCTPOVICTB.

OcHOBHbIE COBeThl Ans Be3zonacHocTy MODUMBLHOTO TeENemoHa:

Huuero He ABNSIETCH No-HacTodllemMy becnnarHbiM, byab OCTOROXEH, Befb Korga Tebe
npennaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT DblTb CKPbITbl K&Ke-TO MnaTHbie YCIyri;
[ymait, npexae 4em otnpasutb SMS, oTo v BUASO. Thl TOYHO 3HaEllb, r4e CHW
OyayT B KOHEYHOM UTOre”?

HeobBxoanmMo 0BHOBMATL ONePaLNOHHYID CUCTEMY TBOEMC CMapT(oHa,;

Vicnonb3y aHTUBUPYCHbIE NporpamMmbl 455t MODUIBHBIX TENEOHOB;

He sarpy:kait npunoxenusi OT HEU3BECTHOIO UCTOYHMKE, BEAb OHW MOTYT COLAEPXaTb
BPEeOHOCHOE nporpamMmmHoe obecneyeHue,

[locne TOro Kak Thl BbiliAEllb C caWlTa, fae BBOAWUIT NIUYHYK WHGOpMauuo, 3auan B
HacTpoOuKY bpaysepa v yoanu cookies;

[lepuofmyecKk NpoBepan, Kakme nrarHblie YCnyry akTMBUpoBaHbl Ha TBOEM HOMEpE,
Napal cBOW HOMEP MODUIBHOTO TenedoHa TOMbKO NMOAAM, KOTOPLIX Thl 3Haelllb U KOMY
nosepselilb;

Bluetooth fomkeH ObiTh BbIKMIOYEH, KOraa Tl UM He MNofik3yellbcd. He 3abbiBan ndorpa
NpoBEPATL 3TO. '

Online urpbl

CoBpEMEeHHbIE OHManH-urpbl - 9TO KPacodHble, 3axBaTblBalolivie pasBieveHns,
oD bennHSIOLLIME COTHY ThICAY YenoBeK No Bcemy Mupy. VIrpoku uccnenyroT JaHHbI i
MUp, oBLWIETCa ApYyr C OPYrom, BLINOMHAKT 3afaHUusA, cpakalTcs € MOoHCTpamMi U
Mosy4aoT onbiT. 3a YA0BONLCTBYE OHM NITATAT: NOKYNAakT AUCK, OniaqdnBaoT aDoOHEMEHNT
N NproBbpeTarT Kakue-To onuun.

Bce 3T cpeactBa uaoyT Ha MoadepXaHue W pasBuThe urpbl, a Takke Ha camy
0e30MacHOCTb: COBEPLUEHCTBYHTCH CUCTEMBI aBToOpr3aL i, BbINYCKalTCs HOBble MNaTyi
(LmchbpoBbie 3annaTky ANg nporpamMm), 3aKpbiBaroTCs YA3BUMOCTY CEpBEPOB.

B nogobHbIX urpax CTOUT onacarbCs HE CTOMbKO CBOWIX COMEPHWIKOB, CKOMBKO KPaKn
TBOEro Napons, Ha KOTOPOM OCHOB&Ha cucTema aBTopusauun DONbLUMHCTBE Urp.
OcHOBHbIE coBeThI NO HE&30MacHOCTY TBOEIO UIPOBOI0 akkayHTa:

1. Ecnu apyroit urpok Befet cebna nrnoxo unu cosgaet 1ebe HenpuaTHOCTH, 3abIoKnpyw
ero 8 CNCKe UrpoKoB;

2. [lMoxanyvca aaMuHucTpaTopam UWrpbl Ha [Moxoe foBeAgsHUe 3TOro  WUrpoka,
KenaTernbHo NpUNoXUThL Kakne-To [oKkasaTensCcTea B BUAE CKPUHOB,

3. He ykasbliBah nu4dHyro nHopMauunio B npogansie nrpbl;

4. Yeaxkan Opyrux y4acTHUKOB Mo Urpe;

5. He ycraHasnueay HeomuunanbHblie naTtyy U MOLbl;

6. Vlcnonb3yn cnoXHble ¥ pasHble Naporsu;

7. Narke BO Bpemsa WUrpbl HE CTOUT OTKM4aTh aHTuBupyc. lloka Thbl urpaellb, TBOW
KOMMBHOTEP MOTYT 3apasnThb.

OULLUHT UMY KParka NMAYHBIX OaHHbIX




OObI4HON KpakeW [eHer ¥ [OKYMEHTOB CEerofHs \JKE€ HUKOro He YOMBULLL, HO C
PasBUTUEM WHTEPHET-TEXHOMOMMI 3MOYMbLILUNEHHVKN NepeMecTunics B UHTEpHeT, u
MPOOOSKAT 3aHMMaTLECs "MiodumMbsiv” genom.

Tak nosBMNachb HOBas yrposa: UHTEPHET-MOLLIEHHUYECTBa UM (MULLIKHT, MaBHas Lenb
KOTOPOro COCTOUT B MNOJIYYEHUM KOHMPUAOSHLUMaNbHbLIX AaHHbIX NOMb30BaTenay - NorMHoB
v naporneu. Ha aHrnuiickom ssbike phishing yntaeTcs kak dumnr (ot fishing - peibHas
NoBJis, password - naporsib).

OcHOBHbLIE coBeThI MO bopbbe ¢ uLLHrom:

1. Cnegn 3a cBOMM akkayHToM. Ecnu Thi nofospesaelib, YTO TBOS aHkeTa bbina

B3/1oMaHa, To HeobXo/iMMOo 3a0NoKMpoBaTh ee 1 COODLNUTE aAMUHNCTPaTOPaM pecypca
00 3TOM Kak MOXHO cKopee;

2. Vicnonb3yn besonacHble BeD-CaliThl, B TOM YUCre, UHTEPHET-MarasmHos v NoUCKOBbIX
cucTeMm;

3. Vicnonb3yn cnoxHeie n pasHsle naponu. Takum obpasom, ecnv 1eb64 B3noMaloT, To
3M0YMbILUMEHHWKA nofiy4aT AOCTYN TONbKO K O4HOMY TBOEMY NPOoMurio B CETH, a He KO
BCEM,

4, Ecnv Teba Banomani, To Heobxo4uMo npefynpeguTh BCEX CBOUX 3HAKOMbIX, KOTODLIE
nobasreHbl y Teds B ApYy3bsX, O TOM, YTO Teba B3nomanu 1, BO3MOXKHO, OT TBOEIO UMEHMN
OyLeT pacchifiaTbCsi chaM U CChINKU Ha hULLIMHIOBbIE CanThl;

5. YcTraHoBu HagexHbi naponb (PIN) Ha mobunbHbi TenehoH;

6. OTKNOYM coxpaHeHue napons B bpayzepe;

/. He oTKpbiBan hannsl 1 Opyrue BrOXKEHUS B MUCbMax, AaXKe ecnvi OHW MPULLIAW OT
TBOUIX Apy3eu. Jlydile yTOYHW Y HUX, OTNRaBnsany iy oxun tebe a1u hainst.

MNpPoBag pernyraums |

MpoBasa penyTtauugd - 9To HerarueHas UnNu NosuTUBHaA UHOPMaLKs B ceTn o Tebe.
(oMMpoMeTupytolaa nHmopmauus, pasMelleHHas B UHTEPHETe, MOMET CEepbesHbiM
0obpasom oTpasnTbCca Ha TBOEW peanbHoW »Xun3Hu. "Uudposasa penyrauma" - ato TBOMR
MUK, KOTOPbLIN (POpMUpyeTcs Us nHopmaiium o tebe B NHTEpHETE.

TBoe mecTo Xutensctea, y4ebbl, TBOE (BUHAHCOBOE TMONOKEHWE, OCOBEHHOCTY
XapakKrepa n pacckasbl 0 DNU3KKX - BCE 3TO HaKarniMBaeTcsa B ceTy.

MHore nogpoCTKU NErkoMbICIEHHO OTHOCATCA K NyBnukaumm nudHou uHdopMaumi B
VIHTepHeTe, He NOHUMasa BO3MOXHbLIX MOCNEACTBUIA. Thl [a)e He cMOoXellb AoranaTbcs
O TOM, 4YTO poTorpadus, pasmMelleHHas 5 neT Hasan, crtarna NpUUMHON OTKaza NpUHATL
Teb51 Ha paboTy.

KommeHTapuy, pasmMelleHne TBoux doTorpacuii v Apyrve OeWcTBUS MOryT He
MCHYE3HYTb [ae MOocfie TOro, KaK Thl UX YAanuilb. Thl He 3Haellb, KTO COXpaHun aTy
MHdOopMaLMto, nonarna nv oHa B NOUCKOBLIE CUCTEMbI U COXPaMunach N oHa, a rmasHoe:
4TO nogymaloT o Tebe oKpyxaiwllue noau, KoTopbie HauayT v yBUAAT aTo. Halitu
MHMOPMaLMIO MHOTO MET CMNyCTA CMOXET Mobor - Kak 13 Jo6pbIX MoBYKASHUA, Tak 1 ¢
HamMmepeHneM NPUYNHUTL Bper. OTO MOXET OblTh KTO YroaHo.

OCHOBHbIE COBETHI M0 3alUUTe LUMMPOBON penyTauuu:

1. llogyman, npexae 4eMm YT1o-TO NyBnMKoBaTb M Nepedasath y cebs 8 6riore unu B
CoUnanbHoOW ceTu;

2. B HacTpoukax npoduns yCTaHoBK OrpaHMyeHus Ha NpocMoTp TBOEro npouns u ero
COAEPKUMOro, caernav ero Tonbko "ansa apysen';

3. He pasmellain u He ykasbizan MH(POPMaLIVIO, KOTOPas MOXKET KOro-nubo ockopbnsTs
1unn obmKkaThb.

ABTOPCKOE MpaBo

CoBpeMeHHble LUKOMbHUKM - akTBHbIe nonb3oBaTeny UUdpPoBOro MNpocTpaHcTea.
OAHaKo faneko He BCe 3HAaK0T, UTO MOMb30BaHUe MHOMMU BO3MOKHOCTAMY LIMhpOBOro
Mupa TpebyeT cobMofeHUs Npas Ha UHTENNEeKTYanbHYK CODCTBEHHOCTS.




TepmuH "uHTENNeKkTyanbHasas COOCTBEHHOCTb' OTHOCUTCHA K PasfinyHbIM  TBOPEHUAM
YENOBEYECKOr0 yMa, HaymHas C HOBbIX M30OpeTeHun © 3HakoB, obosHauvalouux
coBCTBEHHOCTL Ha TMPOAYKTbl WU YCIyrY, U 3akaHdyuBasa KHuramu, dororpadpusivu,
KMHOhUMbMamMy 1 My3blKarnbHbIMU NPOU3IBEOEHUAMMN,

ABTOpCKME MpaBa - 9TO MpaBa Ha UHTEesIeKTyankLHy CoOOCTBEHHOCTL Ha Npon3seieHud
HayKu, nUuTepaTtypbl U UCKYyCcCTBa. ABTOPCKME npaBa BbICTYNaT B Ka4YeCTBe rapaHTuy
TOro, YTO MHTENMEKTYanbHLIM/TBOPUYECKUY TPYA aBTopa He ByAaeT HanpacHbIM, A4acT emy
CripaBeqnyvBbie BO3MOXHOCTU 3apaboTaTte Ha pesylbTarax CBOero tpyaa, nonyyuTb
N3IBECTHOCTb U NMpusHaHue. HUKTo be3 paspelleHns aBTopa He MOXET BOCNPOU3IBOANTL
ero npowusBedeHue, pacnpocTpaHaTb, MyonuyHo OeMOHCTPUPOBaTh, MNpoLaBaTh,
MMIMOPTUPOBATL, NyckaTbk B MpokaT, NMyonuyHO WUCTOMHATL, MOKa3biBaTh/UCMOMHATL B
achupe unu pasMmellatb B ViHTepHeTe.

Vicnone3oBaxve "MmpaTcKoro” nporpaMmMHOro obecnedeHns MOXeT MPUBEeCcTr K MHOMM
pUCKaM: OT MOoTEPU AaHHLIX K TBOMM akkayHTam 00 OfOKMPOBKY TBOETO YCTPOWCTRA, rae
YCTaHOBNEHa HenerasibHaa nporpamMma. He cTtouT Takke 3abbiBaTbh, YTO CYLECTBYHOT
rieranbHble ¥ DecnnaTHblie nporpaMmmMbl, KOTOpbIE MOXHO HaWTX B CETH.

O nopTtane

CeTeBUYOK.pD - TBOWM rNaBHbLIM COBETUYMK B CETU. 30ECb Thl MOXEllb Yy3HaTb O
OE30NacHOCTW B CETU TOHATHBIM W OOCTYMHbIM SA3LIKOM, a MNPy BO3HWKHOBEHUN
KpUTUYECKOW cUTyaLuy obpaTtuTbCH 3a COBETOM. A TakkKe MNPUHATL yYacTue B KOHKypcax
M CTaTb CaMbiM LUMMPOBLIM rpaaaHnHoMm!



